APPENDI X D

PHYSI CAL SECURI TY STANDARDS FOR DoD
AASE AT CONTRACTOR- OMNED FACI LITIES

A The follow ng security criteria
apply to AAGE in Appendi x A

1. Facility Construction. All
new or existing storage and
production facilities of AA&E shall
be built in accordance wth Chapters
4 & 5 of this Manual and DoD 4145.26-
M (reference (aa)). Determ nation of
the suitability of all structures
W || be provided to the DIS Cogni zant
Security O fice by the DoD Conponent
Maj or Conmand.

2. Security Procedures. The
contractor shall be required to
devel op witten procedures designed
to ensure conpliance with the

physi cal security standards of this
Manual . The procedures shall be
avail able at the contractor’s
facility for review by governnent

representatives.

3. The contractor

Security.

shal |l provide a security systemthat
includes the following: |ock and key
control, fencing, lighting, perineter

access controls, IDS,
and response force all in accordance
wth this Manual. Response forces
may be provided by local |aw

enf orcenment agencies, so long as the
requi rements of this Minual are net.

security force,

a. Investigative
Response. Any one of the follow ng
| nvestigative responses nmay be

utilized: (1) Central station
security force, (2) Proprietary
security force, (3) Subcontract

security force, (4) Law enforcenent
officials, and (5) Properly trained,
desi gnat ed enpl oyees. The use of

enpl oyees wll only be permtted when
no other manner of investigative
response is available and is subject
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to DIS approval. In all cases, a
response by a guard or enployee to an
al armshal | be made.

(1) Response to an
activated alarm signal shall be nade

wthin 15 mnutes fromthe tinme of
the alarm was first registered.

(2) Security forces
di spatched by an al arm nonitoring

station to an alarmshall remain on
the premses until a designated
representative of the contractor
arrives, or for a period of not |ess
than 1 hour, whichever comes first.
|f a contractor representative fails
to arrive within 1 hour, the alarm
monitoring station shall submt a
report of the incident that includes
the name of the subscriber facility,
the date and tine of the alarm and
the nane of the contractors
representative who was contacted to
respond. The report shall be
submtted within 24 hours of the

| nci dent.

(3) Response tine by
a |aw enforcenent agency shoul d not
exceed 15 mnutes fromthe time the
alarm was first registered.
Arrangenents nust be nmade with the
respondi ng | aw enforcenent agency to
contact the contractor’s
representative within 10 m nutes of
alarmnotification. The contractor’s
representative nmust i mmediately
report to the facility to ascertain
the nature of the alarm and take
appropriate nmeasures to ensure the
security of AASE itens.

4, Additional Security
Measures. Review weapon system

production lines before operations to
| dentify potential diversion risks or
pilferable itens that may require
ad junctive physical security neasures
to prevent theft. The identified

vulnerabilities and i npl enented

physi cal security measures shall be
i ncorporated into the contractor’s

security procedures and be avail able



for governnent
i ncl ude:

review. Measures may

a. Intensified entrance
and exit inspection program

b. Additional barriers.

c. Use of netal detectors

at exit control points.

d. Separation of
privately owned vehicle parking from

production areas, shipping, and
receiving areas, and refuse
cont ai ners.

e. Internal surveillance

using closed circuit television.

f.  During periods when
the production line is unattended,
weapons nust be renoved to storage
areas or the production |ine nust be
pr ot ect ed.

4. Classified AA&E.
Contractors manufacturing, storing,
transporting, or otherw se holding
classified AA&E W || be cleared in
accordance with DoD 5220.22-M
(reference (2)).

5. Storage Areas. The
contractor shall be required to
ensure that facilities in which AASE
are |ocated during nonworking hours
or while unattended for extended
periods of time are constructed to
meet the requirenents of this Mnual.
In contractor facilities where 30 or
fewer arns are |ocated, a GSA
approved Class V safe with a built-in
G oup 1R changeabl e conbination | ock
may be used for storage.

6. Intrusion Detection
Syst ens.

a. Ceneral. Al
materials and equi pment used in the
| DS nust neet the criteria prescribed
in UL standards for Intrusion
Detection Units,UL-639, and be
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|isted with the UL. A list of
manuf acturers of UL Listed IDS

equi pment can be found in the

Aut onobi | e, Burglary Protection, and
Mechani cal Equi prent Directory under
I ntrusion Detection Units (ANSR).
Copies of the Directory may be
obt ai ned from

Underwiters Laboratories, Inc.
Publ i cation Stock

333 Pfingsten Road

Nort hbrook, 11 60062

b. Al material and
equi pment used for the IDS shall be
installed in accordance wth the
criteria established for Extent No.3
In the UL Standards for installation

and Classification of Mercantile Bank
Bur gl ar Alarm Systens, UL-681.

c. Construction,
performance and operation of
equi pent intended for the use in
proprietary systens nust be in
accordance with the criteria
established for G ade AA and
Installation No. 3 in the UL
Standards for Proprietary Burglar
Alarm Units and Systenms, UL-1076. A
list of UL Autonotive, Burglary
Protection, and Mechani cal Equi pment
Directory under Proprietary Alarm
systens (CVWX).

d. The operation of
el ectrical protection circuits and
devices that are signaled
automatically, recorded in,
mai ntai ned in, and supervised froma
central station having trained
operators and alarminvestigators in
attendance at all times nust be in
accordance with the criteria
established for Grade AA and
Installation No. 3 systems in UL
Standards for control-Station,
Burgl ar Alarm Systens, UL-61l.
Avail able UL certified central
control stations can be located in
the UL Autonotive, Burglary

Protection, and Mechani cal Equi pnent
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Directory under Central Station

(CPVX).

e. IDS nust be tested
mont hly and records naintained of
t hese tests.

B. |ncident Reports. Contractors
are required to report all |osses and
thefts of Risk Category AA&E to the
DI'S cogni zant industrial security
office no later than 72 hours after
initial discovery. Sinmlar

i nformation should also be given to
the FBI and DoD Conponent Mj or
Conmmand. Local |aw enforcenent
agencies shall be notified.

C. Security Procedures. The
contractor shall be required to

devel op witten procedures designed
to ensure conpliance with the

physi cal security standards of this
Appendi x. The procedures shall be
avai | abl e at the contractor’s
facility for review by governnent
representatives.

D. Security Surveys and Inspections.
To ensure that a prospective
contractor will satisfy physical
security requirements of this Mnual,
a preaward security survey should be
performed by government security
personnel. DIS may participate in
this preaward survey. Security

i nspections wll be performed by the
DIS cogni zant security office at
recurring 18-nonth intervals during
the period of the contract to ensure
conpliance with this Mnual.

E. Wiivers. Requests for waivers to
the DoD security requirements of this

Manual shall be submtted, in
witing, by the contractor to the
Cover nment procurenent contracting

of ficer who shall coordinate such
requests with the DIS Cogni zant
Security Ofice. Requests for

wai vers, with recommendations, shal
be forwarded to the DoD Conponent
maj or command for decision. \ivers
normal |y may be granted for a period
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of 1 year and may be extended only
after review of circunstances
necessitating an extension. Each
extension shall state first

extension, second extension, etc.
Requests for waivers shall include a
statenent as to why the contractor is
unable t0 neet requirenents and
outline conpensatory neasures
proposed by the contractor to provide
equi val ent or better protection than
the original standard. The request
must al so provide details of the
upgrade project design to correct

wai ved deficiencies, as well as the
expected date of project conpletion.
Copi es of approved waivers shall be
furnished to the applicable D' S

cogni zant security office. Copies of
approved waivers applying to
comercial carrier’s transportation

m ni mum security standards with
conpensatory neasures taken shall be
forwarded to the Conmander, Mlitary
Traffic Management Conmand, ATTN. MT-
IN, 5611 Colunbia Pike, Falls Church,
Va. 22041-5050

F. Exceptioms. Requests for
exceptions to the DoD security

requi renents of this Mnual shall be
submtted, in witing, by the
contractor to the governnent
procurenent contracting officer who
shal | coordinate such requests wth
the DI'S Cogni zant Security Ofice.
Requests for exceptions wth
recommendati ons shall be forwarded to
the DoD Conponent maj or conmand for
deci sion. Requests for exceptions
shall include a statement as to why
the contractor is unable to neet the
requi rements and conpensatory or

equi val ent protection measures
proposed by the contractor to Frovide
conparable security. Copies o
approved exceptions shall be
furnished to the applicable DIS

cogni zant security office.

G Accountability. The contractor
shall be required to:
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a. Have an accountability
system for both expl osive conponents
and end itenms produced under a DoD
contract, or furnished or rel eased to
a contractor by the Department of
Def ense. The records kept under the
system shall reflect nonmenclature and
serial nunber; anounts produced,
shi pped, and on hand; and the
| ocation of explosive conponents and
end itens. Accountability records
shall be maintained for a period of 2
years and reflect the disposition of
the item

b. Review accountability
records and conduct quarterly
i nventories where bulk storage is
i nvol ved. The contractor shal
i nventory uncrated items and items in
unseal ed crates by serial number, and
seal ed, crated arnms by counting of
seal ed crates and containers. At
facilities where weapons are tested,
there shall be daily inventories of
weapons drawn from storage for
testing purposes.

c. Dispose of residual
material in accordance wth
i nstructions of the governnent
contracting officer and DoD 4160.21-
M1 (reference (t)).

H  Significant | ncidents Pertaining
To Arms. Ammuni tion and Explosives.
Any arned robbery or attenpted arned
robbery; forced entry or attenpted
forced entry with physical evidence
of the attenpt; evidence of terrorist
i nvol vement; or illegal trafficking
in sensitive AA&E shall be reported
to DIS and DoD Maj or Conponent
Command within 72 hours in accordance
with Chapter 8 of this Mnual.

. ARMGS PARTS - STORACE

Shall be stored in accordance
with Chapter 4, section E. of this
Manual .
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Cognizant DI S | NDUSTRI AL SECURI TY OFFI CES

Director of Industrial Security
Capital Region

2461 Ei senhower Avenue

Al exandria, Va. 22331-1000

(703) 325-9634/5 or DSN 221-9634/5

Director of Industrial Security
Md-Atlantic Region

1040 Kings H ghway North

Cherry HII, NJ. 08034-1908
(609) 482-6505 or DSN444-4030/ |

Director of Industrial Security
Mid-Western Regi on

610 South Canal Street, Rm 908
Chi cago, II. 60607-4577

(312) 886-2436

Director of Industrial Security
New Engl and Regi on

Bar nes Bui | di ng

495 Summer Street

Boston, M. 02210-2192

(619) 451-4914/6 or DSN955-4914/6

Director of Industrial Security
Nor t hwest ern Regi on

Presidio of San Francisco

San Franci sco, Ca. 94129-7700
(415) 561-3235/6 or DSN586- 3235/ 6

Director of Industrial Security
Pacific Region

3605 Long Beach Boul evard, Suite 405
Long Beach, Ca. 90807-4013

(213) 595-7251

Director of Industrial Security
Sout heastern Regi on

2300 Lake Park Drive, Suite 250
Snyrna, Ga. 300080- 7606

(404) 432-0826 or DSN 697-6785

Director of Industrial Security
Sout hwest ern Regi on

106 Decker Court

lrving, TX 75062-2795

(310) 717-5357
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